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Empowering NIST
Compliance:

The Wizer Advantage for Enhanced
Information Security Awareness

Updated Alignment With NIST

Clause 7.3 of ISO/IEC 27001:2022 emphasizes the importance of ensuring that employees and
relevant stakeholders are aware of the organization’s information security policies, their roles
and responsibilities in the ISMS (Information Security Management System), the benefits of
improved information security, and the consequences of non-compliance. This is supported by
Control A.6.3 of Annex A (from ISO/IEC 27002:2022), which addresses Information Security
Awareness, Education, and Training.

This control stresses the need for planned, ongoing efforts to educate employees about
evolving threats and proper practices, with emphasis on measurable effectiveness and risk-
based prioritization.

To effectively implement and comply with Clause 7.3 and Annex A Control 6.3, organizations
should consider the following activities:

- Regular and updated information security awareness training sessions.
- Communication of security responsibilities and expectations to all employees.
- Role-specific training to address unique security risks.

- Use of multimedia such as posters, newsletters, and intranet content to reinforce
awareness.

- Engagement tools such as quizzes, phishing simulations, and gamification.
- Feedback and reporting mechanisms.

- Continual evaluation of training effectiveness.

These steps ensure that all personnel contribute to the ISMS and help maintain a secure
environment aligned with the latest standard.



NIST Awareness And Training Checklist:

Enhancing Security With Wizer

ltem

NIST SP
800-50r1

Experiential
Learning 2.7.2

Training Content
27.3

NIST SP 800-16

Security
Benefits
Explained

Continuous
Learning

Feedback &
Reporting

Effectiveness
Measurement

Engagement
Activities

Incident
Reporting
Training

Description

Is there a documented & maintained
awareness, education, & training
program?

Practical exercises or Experiential
learning activities that simulate events &
incidents

Is the learning program designed to
increase or improve job-related
knowledge and skills?

Is there a role- and performance-based
model for training that connects
awareness to specific, specialized
security responsibilities?

Are all users informed, training, and
understand their roles in managing
cyber risks?

Are updates and refreshers regularly
provided on new threats and best
practices?

Do employees have a safe channel for
reporting incidents and providing
feedback?

Are metrics in place to evaluate training
effectiveness (e.g., completion rates,
quizzes)?

Are there interactive elements like
phishing simulations and quizzes to
boost retention?

Are employees taught how and when
to report incidents?

Notes/Comments

Wizer provides structured, ongoing
training to implement and maintain a
comprehensive security awareness
program.

Wizer uses gamified learning with
reporting phishing simulations and
interactive phishing exercises make
training more engaging and effective.

Wizer's asynchoronous video portal
allows Learners to track progress and
is self-paced.

Pre-made role-specific courses are
available. Additionally, training content
& policy access can be customized by
role using Wizer Policy feature.

Wizer training emphasizes positive
outcomes of security best practices.

Wizer releases updated content to
reflect the evolving threat landscape.

Wizer offers phishing report buttons
and strongly encourages open
feedback.

Engagement reports, quizzes,
feedback, and analytics are part of
Wizer's training toolkit.

Wizer uses gamified learning to make
training more engaging and effective.

Incident reporting is part of Wizer's
core curriculum and reinforced via
training.



ltem Description Notes/Comments

New Hire Is security training embedded in the Wizer integrates easily with
Onboarding onboarding process? onboarding workflows.

Security Are targeted awareness campaigns Wizer supports campaign scheduling
Campaigns conducted regularly? and custom content.

Recognition and Is good security behavior recognized Training reports can be used to
Motivation and rewarded? highlight top performers and promote

a strong culture.

Wizer's Alignment With ISO/IEC 27001:2022 Control
6.3 — Awareness, Education, And Training

Engaging, Modular Content: Wizer offers short, animated, role-relevant training videos
covering phishing, passwords, social engineering, and more.

Frequent Updates: The content is regularly updated to reflect current threats and best
practices.

Gamified Learning: Quizzes, exercises, and phishing simulations ensure content is
retained.

Customizable Learning Paths: Tailored by department or job function.

Metrics and Reporting: Dashboards help track progress, identify risk areas, and prove
compliance.

Feedback Loop: Learner input helps refine content to match evolving needs.

By implementing these practices, Wizer helps organizations align with ISO/IEC 27001:2022 and
foster a resilient, security-aware culture across all levels of the organization.
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