TRICKY PHISHING
TEMPLATES

March Edition!




Front Row Fraud

Account hacked?!
But which one!!?

From: Ticketmaster
Subject: Booking completed

ticketmaster:

You're all set!

Your Premium Tickets have been reserved. Payment
will be taken once the dates are confirmed.

Cancel Purchase




SaaSy Scams

From: Loom
Subject: A recording has been shared with you

3£ loom

A screen recording has been
shared with you

“Do you know why | keep seeing this error??”

~

View Recording | will once i've clicked!




Missed Meeting Puzzle

From: Webex
Subject: Please join the call

m A meeting | forgot about?!

/

A call you were invited to has started

To join without creating an account,
click the link below.

[ Join in Browser ]




Data Collection Cut-0Off

From: Grammarly
Subject: Changes to data handling

They've been storing
everything??? Areaction

to anything in our inbox
@ Grammany § .., be apowsrful thing.

To offer the best experience,
we store everything you type

But recent advances mean we now don't have to store
this data. To delete what we have stored, click below.

Delete Data




The Popularity Trap

From: Copilot
Subject: Welcome to your future!

\ Are you welcoming in

a new assistant, or being
o tricked by a malicious foe?

Great news!

You're getting Copilot. Your super smart side-kick
that will help with tasks, creativity.

Get Copilot Pro




San Wizer

Security Awareness Training & Phishing Simulation

wizer-training.com



https://www.wizer-training.com/blog/email-phishing-template-february
https://www.wizer-training.com/phishing-simulation
https://www.wizer-training.com/blog/email-phishing-template-february

