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TRICKY PHISHING

TEMPLATES

May Edition!

From: Walmart
Subject: Products Are Being Discontinued

Walmart

Secure These ltems Before They're Gone

Due to new ftariffs, some of your previously purchased
products will be unavailable after May 31. See which
ones are affected and secure remaining stock now.

View Affected Products

From: Google Workspace
Subject: You Were Mentioned in Meeting Summaries

-
J

Review Al-Generated Meeting Notes

You were mentioned in 3 Al-generated meeting
transcripts this week. View your mentions and assigned
actions to stay aligned with your team.

iew Al Summary

.\ Is there anywhere
Al summaries haven't

appeared yet?!

rom: Delta SkyMile
ubject: You've Been Selected for Free Wi-Fi!

ADELTA

SKYMILES

Enjoy Premium Wi-Fi on Your Next Flight

You've been selected for a complimentary Starlink Wi-Fi
package. No payment required. Activate your upgrade
now and stay connected above the clouds.

ur Upgrade

o

It's hard to turn dov
staying connected..

\ Would you be
intrigued to see how
tariffs might impact
your choices?




TARIFF TEASE

From: Walmart
Subject: Products Are Being Discontinued

Walmart

Secure These Items Before They're Gone

Due to new tariffs, some of your previously purchased
products will be unavailable after May 31. See which
ones are affected and secure remaining stock now.

View Affected Products

.\ Would you be
intrigued to see how
tariffs might impact

your choices?



MEETING MENTIONS

From: Google Workspace
Subject: You Were Mentioned in Meeting Summaries

<
Review Al-Generated Meeting Notes

You were mentioned in 3 Al-generated meeting
transcripts this week. View your mentions and assigned
actions to stay aligned with your team.

View Al Summary

\ Is there anywhere
Al summaries haven’t

appeared yet?!




MILE-HIGH GENEROSITY

From: Delta SkyMile
Subject: You've Been Selected for Free Wi-Fi!

ADELTA

SKYMILES

Enjoy Premium Wi-Fi on Your Next Flight

You've been selected for a complimentary Starlink Wi-Fi
package. No payment required. Activate your upgrade
now and stay connected above the clouds.

Activate Your Upgrade

N

I¥’s hard to turn down
staying connected...



LUNCH BREAK LURE

From: DoorDash
Subject: 100% Off Lunch Voucher Inside!

=

Your May Lunches Are on Us

You've been selected to receive a free lunch every
weekday this month. Claim your 100% off voucher today
and eat well all May long.

Claim Your Free Meals

1N

It’s even harder to turn
down a free meal!



REIMBURSEMENT REVEAL

From: HR Department
Subject: Your Reimbursement Summary

See What Was Approved, and What Wasn'’t

Your personalized reimbursement summary for the last 12
months is now available. View approved, flagged, and
pending expenses for your records.

Personal-Reimbursements.docx \

Would you download
it for your records?
Or have a quick look
over it?



Security Awareness Training & Phishing Simulation

wizer-training.com



https://www.wizer-training.com/phishing-simulation
https://www.wizer-training.com/blog/email-phishing-template-february

