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TRICKY PHISHING
TEMPLATES

March Edition!

From: Delta Airlines
Subject: You're all set!

What internal story
weould this trigger

A in youT?
L ./

Your booking has been accepted!

d_ BUSINESS CLASS
DAYS At -7( Heng Kong to Abu Dhabi

Manage, update, or cancel your boaking below

View Booking Details

From: Google Location Sharing
Subject: Reminder: You're sharing your location

ﬁ
w7

You're sharing your real-time
location with 2 people

\¢

You can manage or disable sharing below.

ekl ®~~  Would you think

this is an important
part of managing
your privacy?

From: HR
Subject: Al Usage Policy - Please Read and Sign

1 IMPORTANT - Please read.

As Al tools become more prevalent, it's crucial we manc
their risks effectively. A new Al usage policy has been
created, Please review and sign it promptly to maintain
uninterrupted access to Al-powered features.

Drive-link-Al-Usage-Policy .\
Avoiding
canbe g
motivato




LYFT LURE

Is this too generous
From: Lyft to be true??!

Subject: Activate your 5 FREE rides! ./

Activate your 5 FREE rides today!

Get our biggest offer ever—add 5 FREE rides to your account today!
Use them anytime in the next 12 months.

*Rides are subject to a 30 mile limit

Add to Account



FLIGHT FRAUD

From: Delta Airlines

Subject: You're all set!

What internal story
would this trigger

A in you??
/

Your booking has been accepted!

BUSINESS CLASS

Hong Kong to Abu Dhabi

Manage, update, or cancel your booking below.

View Booking Details



GEEK SQUAD GIMMICK

From: Best Buy
Subject: Thank you for your subscription!

Have you ever forgotten
when a trial ends?!

Your trial has ended, but don’t worry!
Peace of mind continues

Geek Squad 12 month Subscription $288.00

Payment will be taken in the next 24 hours.
You are able to change, or cancel the payment below.



LOCATION LEAK

From: Google Location Sharing
Subject: Reminder: You're sharing your location

0
e

You're sharing your real-time
location with 2 people

You can manage or disable sharing below.

this is an important
part of managing
your privacy?




Al POLICY PHISH

From: HR
Subject: Al Usage Policy - Please Read and Sign

IMPORTANT - Please read.

As Al tools become more prevalent, it's crucial we manage
their risks effectively. A new Al usage policy has been
created. Please review and sign it promptly to maintain
uninterrupted access to Al-powered features.

Drive-link-Al-Usage-Policy \

Avoiding disruption
can be a powerful
motivator!



Security Awareness Training & Phishing Simulation

wizer-training.com



https://www.wizer-training.com/phishing-simulation
https://www.wizer-training.com/blog/email-phishing-template-february

