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From: Duo
Subject: Your MFA Code Was Just Used

Did You Just Approve a Login?

Your multi-factor authentication code was used to
access your account from a new device in Toronto,
Canada. If this was not you, click below to review and
secure your account.

This plays on fear and
duty to act fast!

From: Slack
Subject: Suspicious File Detected in Shared Media

Potentially Malicious File Found

A file uploaded to your shared Slack media folder has
been flagged for suspicious behavior. To safely review
and remove this file, click the link below.

View and Delete File

Y

Would you want to
‘click’, and fix it?

From: Linkedin
Subject: You were mentioned in a post

Linked [l

A post you're mentioned in is trending!

You've been mentioned in a new post:
‘Couldn’t have done this without you!'...
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That feeling of being tagged...
Who wouldn't be curious?



UDEMY UNLOCKED

From: Udemy
Subject: Access Granted — Corporate Trial Activated

udemy

Welcome to Udemy Business

You've been granted access to a $200 learning bundle
through your company’s corporate trial.
Log in now to start leveling up!

Start Learning
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A tempting Udemy invite?
Free access sounds good



DUO DILEMMA

From: Duo
Subject: Your MFA Code Was Just Used

Did You Just Approve a Login?

Your multi-factor authentication code was used to
access your account from a new device in Toronto,
Canada. If this was not you, click below to review and
secure your account.

No, it wasn’'t me
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This plays on fear and
duty to act fast!



LINKEDIN LURE

From: Linkedin
Subject: You were mentioned in a post

Linked [}

A post you're mentioned in is trending!

You've been mentioned in a new post:
'‘Couldn’t have done this without you!'...

o

That feeling of being tagged...
Who wouldn't be curious?



QUARANTINE QUANDARY

From: Microsoft
Subject: Action Required: 3 Emails Quarantined

Unreviewed Messages Will Be
Deleted in 24 Hours

Your account has quarantined three potentially harmful
messages. You must review and release them before
they’re auto-deleted.
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Fear of missing emails is
a powerful motivator



SLACK SHOCK

From: Slack
Subject: Suspicious File Detected in Shared Media

Potentially Malicious File Found

A file uploaded to your shared Slack media folder has
been flagged for suspicious behavior. To safely review
and remove this file, click the link below.

View and Delete File
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Would you want to
‘click’, and fix it?



Security Awareness Training & Phishing Simulation

wizer-training.com



https://www.wizer-training.com/phishing-simulation
https://www.wizer-training.com/blog/email-phishing-template-february

