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TRICKY PHISHING
TEMPLATES

January Ed

ition!

From: Google
Subject: Calendar Sync Error: Events Removed

Google
Sync Error: 3 upcoming events removed

A timezone synchronization conflict has caused
upcoming events to be dropped from your primary
calendar. Please review the affected items to restore
them to your schedule.

Restore Missing Events

.\ You would be brave to
not want to restore random
missing events!

From: Google Drive
Subject: Access Expiring to (3) Folders

L

Act now to avoid disruption

Your access to (3) shared folders has been inactive for 90
days and is scheduled to be revoked in 24 hours. If you
still require access for your role, please confirm below.

Extend Access

\ Does this appeal to your
click ‘just in case’ it
disrupts fears??

From: HR
Subject: New Benefit: 2026 Home Internet Stipend

All,

As part of our updated remote work policy, you
may be eligible for a monthly reimbursement for
nome internet costs, Please verify your current

orovider to process
\ HR & IT are the most

Check Eligibility impersonated departme




SYNC OR SWIM

From: Google
Subject: Calendar Sync Error: Events Removed

Google

Sync Error: 3 upcoming events removed

A timezone synchronization conflict has caused
upcoming events to be dropped from your primary
calendar. Please review the affected items to restore
them to your schedule.

Restore Missing Events

\ You would be brave to
not want to restore random
missing events!



PERK DROP

From: HR
Subject: New Benefit: 2026 Home Internet Stipend

All,

As part of our updated remote work policy, you
may be eligible for a monthly reimbursement for
home internet costs. Please verify your current

provider to process
\ HR & IT are the most

Check Eligibility impersonated departments



ACCESS ENDING

From: Google Drive
Subject: Access Expiring to (3) Folders

.

Act now to avoid disruption

Your access to (3) shared folders has been inactive for 90
days and is scheduled to be revoked in 24 hours. If you
still require access for your role, please confirm below.

Extend Access

.\ Does this appeal to your
click ‘just in case’ it
disrupts fears??




SEATING SHUFFLE

From: HR
Subject: Office Floor Plan Update: Desk Assignments

To accommodate growing teams, we have
updated the seating chart for February. Please
review the attached map to see your new
assigned location.

View Seating Map

.\ Territorial.. curious... what
feelings would drive

you to click?



SURPRISE PACKAGE

From: Reception
Subject: Possible item waiting for pickup

A courier package has been signed for by
reception and is currently held at the front desk for
you (we think - the label is damaged).

Do you recognise the sender?

Airdrop_000234.jpg

\ Deliveries remain one of
the most popular identities

cyber criminals inpersonate



Security Awareness Training & Phishing Simulation

wizer-training.com



https://www.wizer-training.com/phishing-simulation
https://www.wizer-training.com/blog/email-phishing-template-february

