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TRICKY PHISHING
TEMPLATES ..

Subject: Delivery Update

([ ] ([ ]
' — T AT Would you be curious
ugus I Ion =SCELSCE= 1o see where the
. .
picture was taken?
Good news! /

Your package (tracking #DHL847293) was successfully
delivered today. Due to recent package theft in your areq,
we've taken a photo showing exactly where your driver

% . From: Instagram
left your delivery for security. 9

Subject: You've been reported

What?! Why?!
Thq*‘s Wha' fhls .
/ is trying to trigger

Your account has been reported
for suspicious activity

From: Expensify
Subject: Your payment method has expired
Multiple users have reported suspicious behavior from
your account in the past 24 hours. To prevent permanent
suspension, please respond immediately.

View Report

- ‘Would you delay and
ExpenSIfy risk a tricky future

reinbursement?

Action Required /

Your payment method on file has expired and we're
now unable to process future reimbursements.

Please update your banking details.



ACCOUNT ALERT

From: Instagram
Subject: You've been reported

What?! Why?!
= That's what this email
l_ O ' is trying to trigger

Your account has been reported
for suspicious activity

Multiple users have reported suspicious behavior from
your account in the past 24 hours. To prevent permanent
suspension, please respond immediately.




PACKAGE DROP

From: DHL
Subject: Delivery Update

) 7/ 4 Would you be curious

— Ay & SE=— to see where the

picture was taken?
Good news! ./

Your package (tracking #DHL847293) was successfully
delivered today. Due to recent package theft in your areq,
we've taken a photo showing exactly where your driver
left your delivery for security.




PAYMENT PANIC

From: Expensify
Subject: Your payment method has expired

~ Would you delay and
ExpenSIfy risk a tricky future
reinbursement?

Action Required /

Your payment method on file has expired and we're
now unable to process future reimbursements.

Please update your banking details.

Update Details



TRIAL TRAP

From: Linkedin
Subject: Your free trial will end soon

Llnkedm PREMIUM

Unless you cancel before midnight tonight, you'll be
automatically charged $39.99/month starting tomorrow.

If you'd like to continue your trial or cancel before being
charged, please review your options below.

Manage Account

&

Are you a subscription
Jedi?! Or do you get
caught out



SCHEDULING SCRAMBLE

From: HR Department
Subject: Vacation Conflict

We've identified a scheduling conflict in your department,
leaving it critically understaffed during a key period. Please
review the conflict and either confirm your dates are
essential or select alternative dates.

Resolve My Time-Off Request \

Would you think
danger could be
lurking?



Security Awareness Training & Phishing Simulation
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https://www.wizer-training.com/phishing-simulation
https://www.wizer-training.com/blog/email-phishing-template-february

