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TRICKY PHISHING

TEMPLATES

April Edition!

From: IT
Subject: Action Required: New Al Usage Policy

Al Usage Policy

To continue using approved Al tools like ChatGPT, Gemini,
and Copilot, please review and acknowledge the
updated Al usage policy.

Review & Accept Policy

\

Is it easier to
click when it
feels routine?

From: OneDrive
Subject: Sync Failure Detected

Some files couldn’t be saved - resync now

to avoid data loss.

‘We couldn't sync some of your recent files.

To avoid

potential data loss, please review and resync your cloud

storage now.

Does “Resync” feel
like a simple, safe fix?

»m: Microsoft
bject: Your Al Generated Summary is here!

Your Productivity Summary is Ready

See how you worked this month with insights from
Qutlock, Teams, and OneDrive. Your personal Copilot
summary includes meetings, focus time, and

collaboration patterns. .\

View My Summary VV.OI-IH you th
this came fro

real worktoo




GUESS THE GLITCH

From: Chrome Web Store
Subject: Plugin Disabled: Action Required

i~

Plugin Disabled

We've detected suspicious activity from one of your installed browser
extensions. It has been disabled to protect your account.
To restore access and review its permissions, please confirm below.

N

Do you double-check
before clicking
quick fixes?

Review Extension




VIOLATION VIBES

From: Google
Subject: Unusual Account Activity Detected

Does mystery make
this feel more urgent?

~~
v

Account Activity Under Review

We've flagged suspicious behavior on your account that may
violate usage terms. Please review this activity before access
is temporarily limited.

View Account Activity




CLICK TO KEEP

From: IT
Subject: Action Required: New Al Usage Policy

Al Usage Policy

To continue using approved Al tools like ChatGPT, Gemini,
and Copilot, please review and acknowledge the
updated Al usage policy.

Review & Accept Policy

AN

Is it easier to
click when it
feels routine?



AUTO-ANALYSIS

From: Microsoft
Subject: Your Al Generated Summary is here!

Your Productivity Summary is Ready

See how you worked this month with insights from
Outlook, Teams, and OneDrive. Your personal Copilot
summary includes meetings, focus time, and

collaboration patterns.

N

View My Summary V\{ould you think
this came from your

real worktools?




SYNCING FEELING

From: OneDrive
Subject: Sync Failure Detected

Some files couldn’t be saved — resync now
to avoid data loss.

We couldn’t sync some of your recent files. To avoid
potential data loss, please review and resync your cloud
storage now.

Does “Resync” feel
like a simple, safe fix?
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