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TRICKY PHISHING
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May Edition!

From: Finance

Subject: [Final Notice] Unclaimed Expenses

Our Ql clearing audit has flagged
unclaimed reimbursements on your account.
To prevent forfeiture of these funds at
month-end, please verify and approve the

pending totals.

Review Reimbursements

Would you ignore an
email that said you
were owed money?

From: Okta
Subject: Security: Successful New Login

okta

Security: Successful New Login

A successful login was detected from a new device
(iPhone 17) in Berlin, Germany. If this was not you, you must
block access and reset your sessionimmediately.

This Wasn't Me / Block

.\ If you saw an intruderin
your account, would you
pause to check the link?

From:HR
Subject: Action Required: Vacation Approval Sync

Your pending summer leave requests require
amandatory 'Security & Travel
acknowledgment. System approval is on
hold. Plecise complete the sync to finalize
your dates.

‘Would you let a boring

Complete Security Sync security check stand
between you and
your holiday?




REFUND REFLEX

From: Finance
Subject: [Final Notice] Unclaimed Expenses

Our Ql clearing audit has flagged
unclaimed reimbursements on your account.
To prevent forfeiture of these funds at
month-end, please verify and approve the

pending totals.
\ Would you ignore an

email that said you
were owed money?

Review Reimbursements




INTRUDER ILLUSION

From: Okta
Subject: Security: Successful New Login

okta

Security: Successful New Login

A successful login was detected from a new device
(iPhone 17) in Berlin, Germany. If this was not you, you must
block access and reset your session immediately.

This Wasn't Me / Block

.\ If you saw an intruder in

your account, would you
pause to check the link?



MIGRATION MIRAGE

From: IT Support
Subject: Warning: Device Lockout Scheduled

Warning: Device Lockout Scheduled

Your workstation failed the 2026 security migration sync.
To protect the network, a remote lockout is scheduled for
this device in 24 hours. Re-verify now to avoid disruption.

Re-Verify Device

.\ How much work would
stop if your device locked
you out right now?




GHOST AGENT

From: Security
Subject: Inactive Al Permissions

AN
N

Alert: Inactive Al Permissions

An orphaned Al Assistant on your account has persistent
data access. Per 2026 privacy standards, please audit
these scopes to maintain compliance and security.

Audit Agent Scopes

.\

Is an Al you forgot about
still reading your emails?



LEAVE LIMBO

From: HR
Subject: Action Required: Vacation Approval Sync

Your pending summer leave requests require
a mandatory Security & Travel
acknowledgment. System approval is on
hold. Please complete the sync to finalize
your dates.

.\ Would you let a boring
security check stand
between you and
your holiday?

Complete Security Sync




Security Awareness Training & Phishing Simulation

wizer-training.com



https://www.wizer-training.com/phishing-simulation
https://www.wizer-training.com/blog/email-phishing-template-february
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