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TRICKY PHISHING
TEMPLATES ...

Subject: Scanned Document Ready

July Edition! &

Canon

Document Ready for Release

A scanned document is waiting in the print queue. Release
it to download your file.

Release Document

From: HR .\

Subject: Coverage Assignment During Leave Would a routine scan even
register as arisk?

Temporary Responsibilities Assigned

You've been assigned as coverage for a colleague on
leave. Review your temporary responsibilities and confirm.

Review Responsibilities

Would a sense of duty make
you acceptwithout
checking?

From: People Team
Subject: Q3 Offsite: Venue Change

The venue for next month's team offsite has changed.
Check yourupdated itinerary so you arrive at the right
place.

View Updated Itinerary .\

Would you check s
not the one at the w
venue?



PASSKEY PIVOT

From: IT Support
Subject: Action Required: Set Up Your Passkey

7ms
Passwords Are Being Retired

Your organization is moving to passkeys. Set yours up by
Friday to keep access to youraccount.

Set Up Passkey

Would a Friday deadline make
you set it up onthe spot?



AWAY GIVEAWAY

From: IT Security
Subject: Your Out-of-Office Reply Needs Review

Your current auto-reply may be sharing internal contact
details and travel dates with external senders. Review your
settings before you go.

Review Auto-Reply Settings

Q\

Would the worry of
oversharing make you click?



PAPER TRAIL

From: Office Printer
Subject: Scanned Document Ready

=

_—

Canon

Document Ready for Release

A scanned document is waiting in the print queue. Release
it to download your file.

Release Document

\

Would aroutine scan even
registeras arisk?



OFFSITE UPDATE

From: People Team
Subject: Q3 Offsite: Venue Change

The venue for next month's team offsite has changed.
Check yourupdated itinerary so you arrive at the right
place.

View Updated Itinerary

\

Would you check so you're
not the one at the wrong
venue?



COVER STORY

From: HR
Subject: Coverage Assignment During Leave

W

Temporary Responsibilities Assigned

You've been assigned as coverage for a colleague on
leave. Review your temporary responsibilities and confirm.

Review Responsibilities

Would a sense of duty make
you accept without
checking?



Security Awareness Training & Phishing Simulation

wizer-training.com



https://www.wizer-training.com/phishing-simulation
https://www.wizer-training.com/blog/email-phishing-template-february
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