TRICKY PHISHING
TEMPLATES




The Unwanted Transfer

From: Verizon
Subject: Your transfer is nearly complete

verizon’

Your request to transfer your
number has been successfull

If you want to make any changes, or cancel the
transfer process, you can do that below.

As with many phish,
SCUCCRICHSITNY O i ability to rectify

the problem s
dangling there,
encouraging an
instinctive click




Security Alert Panic

From: Mozilla
Subject: Unknown Sign-in

Security Alert

Your Mozilla account was used to sign in just now:
Android 8.1.0 Chrome/9D91CF2174

Notyou? @ume=== A phishing email will
never be you! That's

why you're primed to act
Secure Account Now




Too Good to be True?

From: Grubhub
Subject: 80% off your next order!

GRUBHUB

R 80% is the nearest to
e —r being ‘free’ while also
PN @ remaining believable

Get 80% off your next order!

Add this awesome offer to your account while it lasts!

Activate Offer




The Mystery Verification

From: Linkedin
Subject: Your ID has been accepted

. Would you want an
Linked m unexpected ‘ID’ added

to your account?

Y

Your ID has been accepted,
your account is now verified!

If you want to unlink your verification at any stage,
please use the unique link below.

Unlink Verification




Al Flattery Trap

From: Gemini
Subject: Have we got this correct?

Could you read this
and not be curious

) A
Gem I nl about the context?!

Our Al answers mentioned you

It's great to be popular!
But we want to check we have the facts correct.
Please read this reply, and make any necessary corrections.

Verify Info
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