-.1zer

TRICKY PHISHING

TEMPLATES

October Edition!

From: Internal Communications

Subject: Q3 All-Hands: Recording and Slides Now
Available

n Acme Inc.

Missed the All-Hands? Catch Up Here

The recording of this quarter's all-hands is now
available, along with the slides and the full Q&A.
Recordings are kept for 7 days, so catch up before then
if you couldn't attend.

Watch Recording

From: Brand Team
Subject: Your New Email Signature Is Ready

We've refreshed email signatures for Q4 so everyone
looks consistentin front of customers. Generate yours

in two minutes, then paste it into your mail settings. rePoint Online
Please switch over by 31 October. f§osssRequest: G4 Planning Draft v3
‘nerate Signature Q
.\ neone Wants Access to Your File
Would you want to be the last ] o .
one still using the old logo? 1e inyour organisation has requested edit

Q4 Planning Draft v3, a file you own. Review
sttoapprove or decline it. Pending requests
expire after 7 days.

Review Request

Would you want to be the one
holding up someone else's
ork?




KNOCK KNOCK

From: SharePoint Online

Subject: Access Request: Q4 Planning Draft v3

=g

._\‘. : ..’/__.

Someone Wants Access to Your File

Someone in your organisation has requested edit
access to Q4 Planning Draft v3, a file you own. Review
the request to approve or decline it. Pending requests

expire after 7 days.

Review Request

Would you want to be the one
holding up someone else's
work?



PAIR UP

From: Workplace Technology

Subject: Pair Your Account Before Your Room
Booking

Yourroom booking now includes the new Teams
display. To share your screen on the day, pairyour
accountinadvance by entering code HX7K2QW9P at
microsoft.com/devicelogin. The code expires 15
minutes after this email was sent.

Pair Now

\

Would you enter a code you
never asked for on a page you
trust?



MATCH POINT

From: Community & Giving
Subject: Double Your Donation Before 31 October

Your Donation, Matched in Full

For October, the company will match every donation
made through the giving portal in full. Choose a charity,
set your amount and we'll double it. The match closes
on 31October.

Choose a Charity

Would an email asking you to
do good get any scrutiny at
all?



SIGN OFF

From: Brand Team
Subject: Your New Email Signature Is Ready

We've refreshed email signatures for Q4 so everyone
looks consistent in front of customers. Generate yours
in two minutes, then paste it into your mail settings.
Please switch over by 31 October.

Generate Signature

Q\

Would you want to be the last
one still using the old logo?



CATCHUP

From: Internal Communications

Subject: Q3 All-Hands: Recording and Slides Now
Available

a Acme Inc.

Missed the All-Hands? Catch Up Here

The recording of this quarter's all-hands is now
available, along with the slides and the full Q&A.
Recordings are kept for 7 days, so catch up before then
if you couldn't attend.

Watch Recording

Would feeling a step behind
make you click without
checking?



Security Awareness Training & Phishing Simulation

wizer-training.com



https://www.wizer-training.com/phishing-simulation
https://www.wizer-training.com/blog/email-phishing-template-february
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