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PHISHING SIMULATION
TEMPLATES

Jue Edtion



LIGHTS! CAMERA! PHISH!

From: WeTransfer
Subject: New Company Promo Video

You've been sent New Org Promo Video

1item, 41 MB in total

All, if you want pixelating... it's too late! Check out our
new promo video and see if you made the cut

Wait, what?! Did | get caught
In a shot and not realize!l?
Only one way to find out....




INTENTIONALLY BAD

From: Microsoft
Subject: New app(s) have access to your data

New app(s) have access to your data

You connected to the Microsoft account
blu**80@outlook.com

If you didn’t grant this access, remove the app(s)

from your account. \

M Not all genuine emails have logos,
anage your apps and detailed footers. And that
leaves less for a scammer to

get wrong!




From: Skype
Subject: You have 1 new voice message

Like so many phish... trying to
figure out why it's arrived is
/ often harder than just clicking!

—

Recieved: Today, 08:41am
Duration: 0:31

Expires in 7 days
Play Message




CRYPTO FANS BEWARE

What we know for sure, is
the recipient hasnt changed

their password. Would you
. act to save vour crypto?
From: Coinbase / wECTEER

Subject: Your password has been changed

coinbase

Your Coinbase password has changed

If you believe this activity is unathorized, you can
disable sign-in for your account.

Disable sign-in




VACATION SEASON

From: HR
Subject: Vacation shake-up

Not everyone will be impacted by the changes, only
those highlighted in yellow will need to resubmit
their requests before the end of the day.

holiday-wizard.updated-employee-changes/submit

Sorry for the rushed requ}

HR It's vacation time... and scammers
know this. Best to get in there first
to explainit’'s a very popular topic
at this time of year
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Security Awareness Training & Phishing Simulation

wizer-training.com ’



https://www.wizer-training.com/blog/email-phishing-template-february
https://www.wizer-training.com/phishing-simulation
https://www.wizer-training.com/blog/email-phishing-template-february

