
How to build a Security Awareness
 Training Program

This is a comprehensive guide on how to build a successful Security Awareness 
Training Program for your company. If you are interested in learning how to get 

your employees engaged, what learning materials work best, and how to 
develop a positive security culture - then you're in the right place! 
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Help Make Money

Security is like car brakes. They were invented as a solution for going fast. 
It's the ability to stop quickly that allows us to travel fast. Without brakes, 
we would all be driving very slowly. Security is about creating a safe 
environment for the company to grow fast without crashing. We need to 
align security with the business goals. Once we know the business goal, we 
can create a safe environment for the business to grow fast. For example, if 
the business wants to improve collaboration with partners, the security 
team should offer to set up a secure collaboration and security training for 
them. Instead of a general statement that “security is important”, focus on 
security aligned with business objectives.

Save Money

Many compliance regulations require employees to complete annual 
security awareness training. This is an easy one since it is a “must-do” 
activity. However, instead of just ticking a checkbox, conduct security 
awareness the right way to act as a force multiplier for the security team. 
Training employees will result in less fraud, compliance fines, data 
breaches, money loss, etc.

Protect Brand Reputation

Brand reputation is more important than ever. Many companies have 
dedicated people monitoring social media for any mentions of the company 
and respond immediately. If employees are not trained on how to be 
respectful on social media or how to represent the brand, it could be very 
costly to the brand's reputation. Also, privacy is a big issue today. If 
customer data is leaked, the damage to the brand can be significantly 
higher than the compliance fines.
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Become a Wizer 

Ambassador! 

What is the Ambassador Program?

Employees will probably complete security awareness training if they are 
forced to, however, it is much better to get their buy-in by engaging them 
on an ongoing basis. A good way to do this is to establish a group of 
influencers who act as ambassadors of the security team to help create a 
positive security culture.

What's Included in the Ambassador Program?

� How to Identify Your Brand & Choose Ambassador�
� Train, Set Expectations, & Create a Hub for Communicatio�
� Give Them a Voice and Provide Feedbac�
� How to Make Everything Simple and Fun!

Visit the Ambassador Program Page)
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The key to measuring the effectiveness of a security awareness program is 
to test specific segments vs. the entire program. One way is using A/B 
testing. Let’s say we want to test the hypothesis - having an “external 
email” warning will help employees detect phishing emails. Send a simulated 
phishing email to employees, half with the warning, and half without, and 
analyze the results.  

In this case, the result is that an “external email” warning does help to 
reduce phishing clicks. However, what about the hypothesis that - extra 
training for those who failed the phishing test will help them avoid failing 
future tests?


We should always be testing to validate that our initiatives are effective. 
Now, let’s review the indicators that show employee awareness is improving.

Are People Participating in Non-Mandatory Training?

When people proactively consume your content, it is a strong indication 
that they are interested and engaged. Offer optional training like "Online 
Family Safety” or lunch and learn sessions, and track how many people 
signed up or took the training.

How Deep Do They Go?

If you have analytics tools, you can measure how deep people dig into your 
content, similar to how it’s done with your website. For example, how many 
pages did they view, how much time was spent consuming your content, 
etc. The more content they consume, the more engaged they are, but this 
also requires high-quality content.

How Many Requests for New Technologies?

Prior to training people, they may have used unauthorized apps to bypass 
security controls. This is commonly referred to as "Shadow IT". If people are 
now asking for permission to use new technologies, it is a sign they 
understand the risk and wish to mitigate it. This also shows healthy 
collaboration with the security team where people are not afraid to ask for 
assistance.
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How Many People Reported Phishing, Loss Devices, or Other 
Incidents?

When security awareness is going up, you'd expect to see an increase in 
the accurate number of reports coming into InfoSec.

Is There a Decrease in the Amount of Clicks From Phishing Tests?

Phish testing puts the effectiveness of security awareness training to the 
test by reinforcing what has been presented. Results of the testing are 
evidence of effectiveness, or not. Monthly reporting can allow you to focus 
on the greatest areas of risk, and provide a course of action for 
improvement, whether it's customized training, or modifications to security 
policies.

Is There a Decline in the Amount of Confirmed Incidents?

When your security awareness training is effective, you will see an overall 
decline in the number of incidents year over year.

Is the Security Team Involved in More Projects?

Measure how often people are proactively coming to the security team for 
help to ensure new projects are 'secure by design’.

Is the Number of Policy Violations Going Down?

Adhering to security policies shows maturity in the security culture. It is 
usually a result of understanding why we implemented these controls and 
an open door to the security team. Instead of bypassing these controls, 
people feel comfortable reaching out to the security team.

Do Employees Ask Questions?

A great way to measure engagement is to track how often employees ask 
questions. This could be through a ticketing system, Google Forms, or in person.

Observe People's Behavior

Similar to observing our kid's behavior when showing respect to others, we 
can do the same simply by walking around the office. For example, how 
often is sensitive information lying around? Do people still use sticky notes 
with their passwords? Do people check the badges of others they don’t 
know? Has tailgating increased? Are assets left unsecured, or are doors 
closing completely? 
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See you soon, Become

Wizer is a Security Awareness platform that focuses on 
security culture.



Want to learn more about us?

Check us out here.
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