Acceptable Use Cheat Sheet:

For more detailed Acceptable Use information, check out the Acceptable Use Policy.

When Remote:
Keep an eye on your stuff,
don’t let it walk off!
Don’t let someone else use it.
Don’t throw or otherwise
damage your computer...or
other people.
Don’t download or store files
on your personal computers or
other devices.
Remember that any data you
download, you’re responsible
for keeping safe.
Don’t leave it in your car.




Data Classification & Handling Cheat Sheet:

For more detailed classification & handling information, check out the Data Classification

and Data Handling Policies.

Class 1-Highly Confidential:
Data only accessed with a critical
business need to know, whose
disclosure could cause direct or
indirect harm to corporate interests
or legal standing.
Examples:

- Payment and/or Financial Account
Information such as:
+ logins and passwords
+ account numbers
« PayPal and Venmo information

Class 2-Confidential:
Data only accessed with a
business need to know, whose
disclosure could compromise
corporate interests.
Examples:

» Product Strategies, Source Code,
Network Diagrams, Corporate
Financial Ledgers.

- Deidentified/Aggregate
Consumer Data

« Company Examples:

« Product/Marketing Strategies.

Business Trends

WiFi Passwords

Contract Details

Business Plans

Financial Models & Projections

Customer IDs

Analytics

B2B Data

Machine Learning & Data

Engineering Project Code

+ Proprietary Algorithms,
Technology & Source Code

+ Manufacturing & Product
Specifications

- Database Tables & Schema

Handling Class 2 Data:

» Disclosure & Access on business
need to know.

+ Send outside only with valid
business need to know, and
contracts and NDAs in place.

« Can only be stored on Company
owned and managed devices &
services.

« Can only be shared after vendor
passes security review.

Class 3-Public:
Data anyone can view.

Examples:
« Case Studies
- Open Source Code Reviewed/
Tested for Security Concerns
- Blog Posts
Headquarters Address

Have a question?
Reach out to either Management or
Security and we’ll be happy to help
answer them.

Definitions:

Deidentified Data:
is information that cannot
reasonably identify, relate to,
describe, be capable of being
associated with, or be linked,
directly or indirectly, to a particular
consumer.

Aggregate Data:

Relates to a group or category of
consumers, from which individual
consumer identities have been
removed, that is not linked or
reasonably linked to any consumer
or household, including via a
device.




Phishing & Scams Cheat Sheet:

Phishing/Vishing/Smishing Oh my!

Phishing: Using email to con a victim into either revealing sensitive information (like a password) or installing

malware.

- Spear Phishing: Targeted phishing to a specific victim or group of victims (like a specific attempt to con

Marketing)

+ Whaling: Targeted phishing to a specific executive at an organization.
Vishing: Using voice (like a phone call or Skype call) to con a victim.

Smishing: Using SMS/Text messaging to con a victim.

What do | look for? (Phishing)
Phishing emails generally:
- Have grammatical errors.
« Are not personalized at all (Dear Customer).
« Use scare tactics (the IRS has your information and will file
lawsuits).
« The sender name and domain name spoof a known brand.

Will attach files that embed malicious code (like office macros)
to run on and infect your computer when the file is ran. Do not
click to enable Macros (or Content, depending on the Office
version) on a document you weren’t expecting, or from
someone you don’t know.

Spoofed Links: Always hover over any link before you click on
it, if the link itself doesn’t match the website you think it
should, be careful!

Spoofed websites: will use links that basically provide a
duplicate of a legit website, only the URL will be something like
“ ” instead of

13 ”

What do | look for? (Smishing)
Masked phone numbers,
Spoofed websites impersonating a brand,
Messages that come from out of thin air,
May use the first or last few numbers of a
known account (especially if it was tied to a
previous hack) to try and pressure you into
responding.

What do | look for? (Vishing)

« Usually uses scare tactics (posing as an IRS agent, posing as
“tech support” or “Microsoft/Apple”.

« Anything that requires immediate action is almost guaranteed
to be a scam.

« The IRS, Apple, Microsoft, etc. are NEVER going to call you
out of the blue about your “social security number being
used for fraud” or “we have detected a virus on your laptop”
(they say laptop because they will be right more often than
not anymore, same reason they usually say ‘windows laptop’
specifically).

Password Reset cons

Smishers have spoofed two factor authentication

for a number of services, here’s how they do it:

« Attacker gets victim’s email/phone from other
sources (usually public info)

- Attacker poses as victim and asks company
(we’ll say Google) for a password reset.

« Google sends a text reset code to victim
without the victim asking for it (because they
didn’t, the attacker did).

+ Attacker sends the victim a text message
similar to this: “Google has detected unusual
activity on your account. Please respond with
the code sent to your mobile device
immediately.”

- The victim sends the verification code to the
attacker thinking the request came from
Google.

« Attacker users the code to reset the victim’s
password, take control of their account, and
profit.

Don’t respond or act on unsolicited text
messages. If you didn’t ask for it, delete it!

Spears and Whales?
Spear phishing and whaling are both normally far more personalized, and will “name drop” if possible.
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